Wiz Cloud

Secure your business at the pace of Cloud with Wiz

The cloud has enabled every organization to innovate faster and expand their business at an accelerated pace. However,
with the innovation that the cloud has provided, has also expanded your attack surface to more abstraction layers and
attack paths that traditional cloud security tools are are unable to assess and manage holistically.

Wiz Cloud empowers you with code-to-cloud visibility, exposure management, and risk-based threat prioritization,
letting users operate and expand more confidently along their cloud journey. Built with the dynamics of the complete
cloud application lifecycle in mind, Wiz Cloud contextualizes risk with attack paths on the Wiz Security Graph, validates
true exploitability, and seamlessly integrates Unified Vulnerability Management, Container & Kubernetes Security, Attack
Surface Management (ASM) Al-Security Posture Management (Al-SPM), Infrastructure Entitlement Management (CIEM),
Data Security Posture Management (DSPM), and other capabilities under a single unified platform.

Where traditional Cloud-Native Application Protection Platforms (CNAPP) only offer a fragmented view of the security
posture, Wiz Cloud empowers you to identify toxic combinations of risk and attack path analysis leveraging the Wiz
Security Graph to provide unprecedented risk context. With Wiz Cloud, simultaneously consolidate your security tool
stack and accelerate your cloud journey.
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Achieve full cloud visibility at Securely adopt new technologies Extend security with accurate risk
scale with deep risk assessment prioritization on a security graph
Scan your entire cloud environment Detect risk such as misconfigurations, Reduce alert fatigue and effectively

to gain full-stack visibility. Wiz Cloud vulnerabilities, excessive prioritize remediation workflows with
connects in minutes via a single API administrator permissions, policy the Wiz Security Graph and Wiz Issues,
connector that doesn't require violations, exposed secrets, and allowing you to democratize cloud
ongoing maintenance and scales to exposed data across VMs, containers, security across multiple teams,

any cloud environment with zero and serverless. Shift left with laC and locations, and areas of responsibility.
impact on resource or workload code scanning to remove risks in the

performance. development pipeline.
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A unified cloud security platform providing a simple
way to assess risks in context and rapidly respond to
minimize impact

Wiz gives us the complete
telemetry, monitoring, and visibility

we need for vulnerability
management.

Security posture management and remediation

* Real-time detections and remediations: Detect misconfigurations in near real-time and
remediate threats with one-click actions and automatic remediations.

 Built-in rules: Automatically assess over 2,300 configuration rules, unified across runtime

(GCP, Azure, AWS, OCI, Alibaba) and laC (Terraform, CloudFormation, Azure ARM templates),
with OPA-based customization.

Adam Schoeman
Interim CISO, Copper

« Continuous compliance monitoring: Assess your compliance posture with over 260+ built-
in frameworks including SOC2, NIST 800-53, PCI DSS, and others.

& copper

Unified vulnerability management and agentless scanning

e Cross-cloud, cross-technology scanning: Leverage Wiz's agentless scanning covering all

major cloud providers with APl based connectors, and all architectures (VMs, containers,

serverless and more) covering more than 120k vulnerabilities - and growing all in one platform.

* Extend beyond the cloud: Centralize vulnerability visibility and prioritization across your
entire environment with Wiz Unified Vulnerability Management to bring in data from
traditional on-prem scanners.

* Wiz Threat Center: |dentify workload exposure to emerging vulnerabilities sourced from Wiz
Research and seamlessly integrated third-party threat intelligence feeds.

Go beyond traditional tooling

« Contextual risk-based prioritization: Reduce alert fatigue by correlating vulnerabilities and
misconfigurations with multiple risk factors on the Wiz Security Graph including external
exposure, cloud entitlements, secrets, data, malware, and more, to surface attack paths that
should be prioritized.

Attack Surface Management: Validate exposures from the outside in with Wiz ASM and see
which risks are truly exploitable (vulnerabilities, default credentials) and reachable externally
(sensitive data and secrets).

Data security: Protect your crown jewels with Wiz DSPM to discover exposure paths to
sensitive data, which data is stored where, who can access what data, an how data moves
across the environment.

Al security: Secure your Al agents and accelerate Al innovation with Wiz Al-SPM, gaining
comprehensive visibility into Al pipelines, detecting Al misconfigurations, and uncovering
attack paths to your Al services.

Agentless host configuration analysis: Continuously monitor operating systems and
application configurations according to CIS benchmarks (CIS Ubuntu, Red Hat, Windows, and
more) without any agents or external scans.

Start Secure: Leverage hardened base images with WizOS and use code and laC scanning in
your development pipleline to detect vulnerabilities and misconfigurations from ever reaching
production.

Wiz Cloud is an easy to use, easy
to set up, incredibly powerful
solution that is becoming one of
the main toolsets in our belt. The
volume and information we get
from Wiz helps steer our focus
moving forward.

Brad Abe

Enterprise and Principal Security Architect,
ASOS

asos

The confidence we've gotten about
what’s in our environment and how
it's configured that Wiz Cloud
provides enables us to report to
leadership on what we're doing In
cloud security and why. The cloud
went from being our least
understood to our most
understood space, and that was
entirely due to Wiz.

Greg Poniatowski | Head of Threat and

CISA KEV Catalog vulnerabilities Vulnerability Management Mars

Vulnerability Severity Score Exploitabi... Link Published... Resources

SL\,I.E;,Za%ﬂ;wa ss® Hi. nvd.nist.... Wed, Sep .. 75 resources M ARS
M CVE-2021-3156 ’
Vulnerability esss Hi-
P CVE-2020-15999
Vulnerability e Me.. @
' CVE-2021-4034 .
Vulnerability P - , .
If you're deployed in the cloud,
’-‘ CVE-2021-22600 ss® Hi
Vulnerability - :

right now, and you need to close
down your issues, go talk to Wiz.

lgor Tsyganskiy
CTO, Bridgewater Associates

BRIDGEWATER

Wiz Cloud transforms cloud security for customers - including 50% of the Fortune 100 -
by enabling a new operating model that simplifies security. Our approach to CNAPP

empowers security and development teams to build fast and securely by providing +
actionable visibility into their cloud environments that span code-to-cloud. WI z




